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There is a significant and growing challenge that currently faces critical 

infrastructure organizations in the public and private sectors.  The lack 

of well trained cyber security personnel, possessing both technical and 

leadership skills are in short supply.  

  

"Part of the frustration is the scale of the issue," said Michael Kaiser, 

executive director of the National Cyber Security Alliance. "If we just 

needed 5,000 cyber security professionals, we'd only need a handful of 

really great institutions generating those people. But we need an entire 

culture, and we need a global population. That changes the way we 

govern, the way we work together and the way we share information – 

and we're still in the infancy of that… It is also a matter of culture change 

in education, technology and security – and where they intersect…This is 

about shifting our culture in the way we educate people to defend our 

country," he said. "That's a challenge." 

  

As this personnel crisis ramps up, a converging factor presents itself 

that could help to provide a solution to these requirements. 

With the increasing levels of troop draw downs in both Iraq and 

Afghanistan, vast numbers of military personnel are leaving the armed 

forces and entering the civilian workforce.  

With proper training and guidance, these  

returning servicemen and women provide  

the ideal resource pool to address the U.S  

cyber security personnel deficiency.   
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Converging Factors 
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Military service engrains a diverse set of invaluable skills.  Many 

veterans possess a talent for technology.  They understand the 

importance of training and continual learning and many already 

possess various levels of security clearances.  In addition, they are 

dependable, adaptable, in possession of leadership qualities and a 

wide range of other transferable skills. 

 

Further, veterans inherently understand what is required to fulfill 

tasks in a timeframe that is required to support the organization. They 

understand the need for each member of that organization to focus on 

the security of the whole. From their first day in boot camp they learn 

how to get tasks done rapidly while learning the patience required to 

wait for others to complete their portion of the group’s objective 

(Known too many veterans as the “Hurry up and wait”).  Unfortunately 

many service members never get the opportunity to understand how 

valuable there acquired skills are in a post service civilian career.   

 

The need for well trained information security experts in the United 

States however is growing across industry and geographic location in 

both the public and private sectors.   

 

According to a recent report conducted by  

Burning Glass International, Inc. (a Boston  

based firm that uses artificial intelligence  

to match jobs and job seekers) the demand  

for cyber security experts is growing at 12  

times the overall job market and 3.5 times  

the pace of the overall IT job market.  
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Demand for cyber security experts grew 73% during the five years 

from 2007 to 2012.  In comparison, the demand for all ‘computer’ jobs 

grew 20%, and the demand for all jobs grew just 6%. 

In January of 2013, the  Baltimore Cyber Technology and Innovation 

Center (CTIC) released a report (authored by CyberPoint 

International, CyberMaryland, Weiz and Weisel Communications and 

other community partners) titled, “Cyber Security Jobs Report”.  The 

organizations targeted for this study included three primary sectors 

which represent the major employers in the Maryland region:  

Government Agencies, Industrial Defense firms, and Cyber security 

technology companies.    

While the purpose of this report was to generate awareness around 

the cyber security job market in Maryland, the report provides 

valuable insight into the overall US market for cyber security 

personnel requirements.  Included in this report was a calculated 

estimate of the number of available cyber security jobs in the United 

States.  

The overall finding of this study demonstrated a current (at the time  

the study was conducted) demand of 

 340,000 cyber security jobs across the  

nation (almost 20,000 in the Maryland 

region alone) with over 18,000 companies 

posting cyber security positions  

throughout the nation. 
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The Requirements 

Required roles include:  

 

 

 

 

 

 

 

Significant opportunities exist in the cyber security field for 

individuals of varying educational background including a large 

number of positions that require a high school diploma only.    

These include (Ranked in order of number of open positions at the 

time of CTIC study):  

 

 

 

 

 

These opportunities directly align with the educational background of 

enlisted military personnel (According to www.usmilitary.about.com , 

approximately 90% of enlisted personnel hold a high school diploma). 
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• Analysts 

• Architects 

• Developers 

• Engineers 

• Executives 

• Managers 

 

• Instructors 

• Operators 

• Programmers 

• Researchers 

• Sales Engineers 

1. Systems Administrator 

2. Technician 

3. Systems Analyst 

4. Simulation Analyst 

5. Network Analyst 

6. Network Coordinator 

7. Network Assurance  

8. Cyber Analyst 

9. Design Specialist 

10. Compliance Auditor 
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The Opportunity  

In addition, veterans also possess multiple years of applied experience 

under the most demanding of circumstances.  As the Baltimore CTIC 

study further states:  

“The cyber security field, from its inception, has always been friendly to 

technical professionals without college degrees. While most advertise 

degree requirements, many positions, from those that are hands-on, 

network analysts, to those at the highest level, CISO, will take the most 

qualified individual.  A rule of thumb in the industry is that 4 years of 

experience will account for a 2-year degree equivalency and 8 years will 

account for a 4-year degree equivalency.  The cyber security field grew 

out of the information technology field, which has always been heavy 

with self-taught and trained, skilled professionals and technicians.” 

Cyber Security positions are very well paying.   The Burning Glass 

report notes that “Compensation for cyber security experts, including 

engineers, analysts, managers, architects and others, averaged 

$101,000, based on advertised salaries. That was well above the 

compensation offered for the average IT job, which was about 

$89,000, according to the report. 

Cyber security engineers command an  

average salary of $100,000, and the  

average cyber security manager  

makes around $107,000…Cyber security  

specialists make about $80,000.” 
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Critical Infrastructure Industry  

The Federal government is also taking notice. On February 12, 2013 

the President signed an executive order to begin investigating the 

creation of guidelines on how the government and U.S. corporations 

should cooperate to protect critical U.S. infrastructure. As of October 

of this year, preliminary guideless have been released.  

Cyber Security jobs are being created across a broad range of 

industries and geographic locations. Defense contractors, financial 

service, telecommunications, industrial, and consumer companies 

alike are all in need of qualified personnel.   

Different types of organizations require very different mindsets of 

employee to staff them. For service men and women joining the 

workforce it is good to know where to look for a career that will best 

reward them by complementing the skill set they have gained from the 

military. 

Let’s take a look at two very different types of organizations and how 

their employee requirements differ. 

The first type of organization has a business focus, providing services 

to satisfy the needs of people.  People have the ability to delay and 

wait on processes, making the  

tolerance for service times variable  

and negotiable. Employees in this  

setting often work from pools of tasks  

that were stored (or queued) as  

produced.  
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Employees working these processes can perform tasks as they have 

bandwidth to accomplish them. They can do as many or as little as 

they can accomplish given their skill level or the time they have to 

work on tasks. The result of each employee’s efforts only matters in 

terms of their individual metrics. 

The second type of organization has a business model consisting of 

physical machinery and computers working together very closely. 

These organizations support electro-mechanical operations where 

service operations begin and/or end with physical machines or 

electrical equipment. That fact that computerized control systems are 

involved requires service and operation times limited to each 

operation. Employees in these companies strive to maintain 

operations and equipment availability keeping them steady state as 

much as possible. When adverse conditions occur they require actions 

to neutralize the events as rapidly as possible. The mindset of these 

employees focus on neutralizing the adverse event whether they are 

organizational or caused by operating equipment. The result of each 

employee’s effort matters in terms of the performance of the entire 

organization. Nowhere does this second type of organization structure 

occur more than in utility and infrastructure companies.  

However, in order to modernize critical  

infrastructure there is a growing need to  

bring together the two mindsets of  

asynchronous business operations and time  

sensitive electrical mechanical operation. 
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Industry Needs 

Both Information Technology (IT) and operational technology (OT) 

services and systems are colliding at the center of this industry. With 

modernization of the grid, integration of IT and OT is producing 

challenges that will require a new talent and a new pool of individuals 

that are trained to understand the requirements of each. This work 

force will need be aware of security requirements in both the physical 

and cyber security realms and understand how they affect the entire 

organization.  

In addition to this IT and OT integration, a demographic phenomenon 

is happening in the utility industry.  Most workforce studies show an 

aging population and many projections place a good portion of the 

workforce near retirement age within the next few years.  

Results from a recent Center for Energy Workforce Development study 

titled, “Gaps in the Energy Workforce Pipeline 2011 CEWD Survey 

Results” state that: 

“Over the next decade, almost 62% of the industry has the potential to 

retire or leave for other reasons. For those positions considered critical 

by the industry, skilled utility technician and engineering (excluding 

positions in nuclear), the analysis indicates that by 2015, 36% may need 

to be replaced due to potential retirement or attrition, with an 

additional 16% to be replaced by 2020 — almost 110,000 employees in 

positions identified as the most critical by industry.” 
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Proposed Solution  

Due to minimal innovation in utility industries over the last few decades, 

there has been a lack of appeal for entry-level students to choose these 

fields. Recent grid modernization projects and smart grid awareness have 

started to reverse this trend.  However specialized education programs are 

needed to focus on security requirements for integration of IT and OT.  

These programs are required for both new and existing populations as vast 

numbers of well trained employees are required.  

Traditional university training is designed to empower students by 

providing environments which are expressive and self-directed to enhance 

creativity. While this style matches well with the mindset of non-time 

sensitive operations, armed service veterans, through their training and 

experience possess the time sensitive mindset required for security 

operations. 

As such, servicemen and women exiting the military are an ideal resource 

pool to adapt to the utility industry. These individuals understand the need 

to follow organization security policies, they have the appropriate mission-

critical mindset, and they understand the importance and need for one 

hundred percent availability. 

Further, hiring veterans to fill these roles makes sense based on the 

resources required to facilitate the transition.  The bottom line - it is easier 

to train someone in a specific technology than it is to impress upon them the 

importance of operational timing and the need for availability. 

Although mission-critical awareness sets servicemen and women apart 
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from traditional college graduates, both types of workforce will be needed 

and valued in the critical infrastructure industry as it experiences a 

continued high rate of turnover.  A career with a Utility provider will require 

learning both the OT and IT support mindsets as well as a focus on security 

across the entire organization.   

In order for utility companies to address the needs for modernization and to 

cover the anticipated turnover in their workforce, it is recommended that 

they begin implementing targeted transition programs for Veterans.  By 

starting with the time-sensitive mindset found in veterans and giving them 

the best tools to succeed they will be able to rapidly expand and train a new 

workforce to meet this upcoming resource issue.  

Specialized training which brings these two mindsets together should be the 

top training focus for critical infrastructure organizations.  University degree 

paths, certifications programs, and specialized industry training all will be 

needed to meet the demand. 

Veterans planning to separate from military service who are seeking 

challenging career paths would also benefit from seeking out specialized 

conversion training on their own. This will set them apart from other 

candidates and make them more appealing 

to utility companies, giving them a better 

chance of becoming key contributors as 

this industry transformation reaches 

critical proportions.  
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